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Threat Activity vyeom
© threats = L
bruteforce 608.48k
info-leak  pmmmmn 29.68k
code-execution [N 22.24k
sgl-injection 3 5.18k
hacktool | 479
dos 278

overflow | 36
insecure-credentials 9

backdoor |1

0 50.00k 100.00k 150.00k 200.00k 250.00k 300.00k 350.00k 400.00k 450.00k 500.00k 550.00k 600.00k 650.

THREAT ID/NAME o SEVERITY THREAT TYPE THREAT CATEGORY COUNT
SSH User Authentication Brute Force Attempt 40015 [ high | vulnerability brute-force 317.6« I
SSH User Authentication Brute Force Attempt 40015 m vulnerability brute-force 146.0x I
MAIL: User Login Brute Force Attempt 40007 [Eﬂ vulnerability brute-force 126.1« I
ZGrab Application Layer Scanner Detection 57955 vulnerability info-leak 171k W
LibSSH Authentication Key Bypass Vulnerability 40151 vulnerability brute-force 7.9k 1
SMB: User Password Brute Force Attempt 40004 [ high | vulnerability brute-force &0kl
ZGrab Application Layer Scanner Detection & v 57955 vulnerability info-leak 4.6k 1
phpunit Remote Code Execution Vulnerability 55852 vulnerability code-execution 28k 1
HTTP Directory Traversal Request Attempt 30844 vulnerability info-leak 20kl
PHP Vulnerability Scanning Detection 57797 vulnerability code-execution 16k 1
others others others others 347
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= United Arab Emirates
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COUNT
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17.0k M
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Current CrowdScore

IEEE T

O /100

Last refreshed: 10:51

Total OverWatch-analyzed events @

New detections

297

Total hunting leads requiring investigation @

Last refreshed: 10:51:24

Last refreshed: 10:51:24.

2,536 0O

SHA-based detections
fOb65648f5ac46d6e5576a8858ddd35. . 171'

96c0ce483297b9e5df 2469¢18683b7a.. 49
Total 293

Last refreshed: 10:51:26

Last refreshed: 10:51:24
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Prevented malware by host

Last 7 days

No data found

Last refreshed: 105124

OverWatch detections triggered @

Last refreshed: 105124

112 FJEHEA T Hmti e ilse - R L A=%D T 1% - T E RS
2,536 X » ArAFEFITHIHE R0 - H AT 15%07% 0 » HEHEEAX & ZFE T
B e




